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Abstract—The success of the cloud computing paradigm is due to its on-demand, self-service, and pay-by-use nature. According to
this paradigm, the effects of Denial of Service (DoS) attacks involve not only the quality of the delivered service, but also the service
maintenance costs in terms of resource consumption. Specifically, the longer the detection delay is, the higher the costs to be incurred.
Therefore, a particular attention has to be paid for stealthy DoS attacks. They aim at minimizing their visibility, and at the same time,
they can be as harmful as the brute-force attacks. They are sophisticated attacks tailored to leverage the worst-case performance of
the target system through specific periodic, pulsing, and low-rate traffic patterns. In this paper, we propose a strategy to orchestrate
stealthy attack patterns, which exhibit a slowly-increasing-intensity trend designed to inflict the maximum financial cost to the cloud
customer, while respecting the job size and the service arrival rate imposed by the detection mechanisms. We describe both how to
apply the proposed strategy, and its effects on the target system deployed in the cloud.
Index Terms—Cloud computing, sophisticated attacks strategy, low-rate attacks, intrusion detection
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INTRODUCTION

C

LOUD Computing is an emerging paradigm that allows
customers to obtain cloud resources and services
according to an on-demand, self-service, and pay-by-use
business model. Service level agreements (SLA) regulate the
costs that the cloud customers have to pay for the provided
quality of service (QoS) [1]. A side effect of such a model is
that, it is prone to Denial of Service (DoS) and Distributed
DoS (DDoS), which aim at reducing the service availability
and performance by exhausting the resources of the service’s host system (including memory, processing resources,
and network bandwidth) [2]. Such attacks have special
effects in the cloud due to the adopted pay-by-use business
model. Specifically, in cloud computing also a partial service degradation due to an attack has direct effect on the
service costs, and not only on the performance and availability perceived by the customer. The delay of the cloud
service provider to diagnose the causes of the service degradation (i.e., if it is due to either an attack or an overload) can
be considered as a security vulnerability. It can be exploited
by attackers that aim at exhausting the cloud resources
(allocated to satisfy the negotiated QoS), and seriously
degrading the QoS, as happened to the BitBucket Cloud,
which went down for 19h [3]. Therefore, the cloud management system has to implement specific countermeasures in
order to avoid paying credits in case of accidental or deliberate intrusion that cause violations of QoS guarantees.
Over the past decade, many efforts have been devoted to
the detection of DDoS attacks in distributed systems. Security prevention mechanisms usually use approaches based
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on rate-controlling, time-window, worst-case threshold,
and pattern-matching methods to discriminate between the
nominal system operation and malicious behaviors [4]. On
the other hand, the attackers are aware of the presence of
such protection mechanisms. They attempt to perform their
activities in a “stealthy” fashion in order to elude the security mechanisms, by orchestrating and timing attack patterns that leverage specific weaknesses of target systems [5].
They are carried out by directing flows of legitimate service
requests against a specific system at such a low-rate that
would evade the DDoS detection mechanisms, and prolong
the attack latency, i.e., the amount of time that the ongoing
attack to the system has been undetected.
This paper presents a sophisticated strategy to orchestrate stealthy attack patterns against applications running in
the cloud. Instead of aiming at making the service unavailable, the proposed strategy aims at exploiting the cloud flexibility, forcing the application to consume more resources
than needed, affecting the cloud customer more on financial
aspects than on the service availability. The attack pattern is
orchestrated in order to evade, or however, greatly delay
the techniques proposed in the literature to detect low-rate
attacks. It does not exhibit a periodic waveform typical of
low-rate exhausting attacks [5], [6], [7], [8]. In contrast with
them, it is an iterative and incremental process. In particular, the attack potency (in terms of service requests rate and
concurrent attack sources) is slowly enhanced by a patient
attacker, in order to inflict significant financial losses, even
if the attack pattern is performed in accordance to the maximum job size and arrival rate of the service requests
allowed in the system. Using a simplified model empirically
designed, we derive an expression for gradually increasing
the potency of the attack, as a function of the reached service
degradation (without knowing in advance the target system
capability). We show that the features offered by the cloud
provider, to ensure the SLA negotiated with the customer
(including the load balancing and auto-scaling mechanisms), can be maliciously exploited by the proposed
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stealthy attack, which slowly exhausts the resources provided by the cloud provider, and increases the costs
incurred by the customer.
The proposed attack strategy, namely Slowly-IncreasingPolymorphic DDoS Attack Strategy (SIPDAS) can be applied
to several kind of attacks, that leverage known application
vulnerabilities, in order to degrade the service provided by
the target application server running in the cloud. The term
polymorphic is inspired to polymorphic attacks which
change message sequence at every successive infection in
order to evade signature detection mechanisms [9]. Even if
the victim detects the SIPDAS attack, the attack strategy can
be re-initiate by using a different application vulnerability
(polymorphism in the form), or a different timing (polymorphism over time).
In order to validate the stealthy characteristics of the
proposed SIPDAS attack, we explore potential solutions
proposed in the literature to detect sophisticated low-rate
DDoS attacks. We show that the proposed slowly-increasing polymorphic behavior induces enough overload on
the target system (to cause a significant financial losses),
and evades, or however, delays greatly the detection
methods. Moreover, in order to explore the attack impact
against an application deployed in a cloud environment,
this paper focuses on one of the most serious threats to
cloud computing, which comes from XML-based DoS (XDoS) attacks to the web-based systems [10]. The experimental testbed is based on the mOSAIC framework,
which offers both a ‘Software Platform’, that enables the
execution of applications developed using the mOSAIC
API, and a ‘Cloud Agency’, that acts as a provisioning
system, brokering resources from a federation of cloud
providers [11].
The rest of this paper is organized as follows. Background and related work are presented in Section 2. Section 3 illustrates several examples of attacks, which can
be leveraged to implement the proposed attack pattern.
Section 4 describes the proposed strategy to build the
stealthy attacks, and presents the attack pattern, whose
detailed implementation is reported in Section 5. Section
6 introduces the X-DoS attack used as case study. Section
7 shows the experimental results obtained running the
attack pattern. Validation of stealthy characteristics is
provided in Section 8. Some considerations about countermeasures against the proposed strategy are illustrated
in Section 9. Conclusions and future work are described
in Section 10.

2

BACKGROUND AND RELATED WORK

2.1 Related Work
Sophisticated DDoS attacks are defined as that category of
attacks, which are tailored to hurt a specific weak point in
the target system design, in order to conduct denial of service or just to significantly degrade the performance [7],
[12]. The term stealthy has been used in [13] to identify
sophisticated attacks that are specifically designed to keep
the malicious behaviors virtually invisible to the detection
mechanisms. These attacks can be significantly harder to
detect compared with more traditional brute-force and
flooding style attacks [5].
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The methods of launching sophisticated attacks can be
categorized into two classes: job-content-based and jobs
arrival pattern-based. The former have been designed in
order to achieve the worst-case complexity of OðnÞ elementary operations per submitted job, instead of the average case complexity of Oð1Þ [14], [15], [16]. The jobs
arrival pattern-based attacks exploit the worst case traffic
arrival pattern of requests that can be applied to the target system [7], [17]. In general, such sophisticated attacks
are performed by sending a low-rate traffic in order to be
unnoticed by the DDoS detection mechanisms. In recent
years, variants of DoS attacks that use low-rate traffic
have been proposed, including Shrew attacks (LDoS),
Reduction of Quality attacks (RoQ), and Low-Rate DoS
attacks against application servers (LoRDAS).
The terminology ‘stealthy DDoS’ mainly refers to Shrew
attacks first introduced in [6], which was followed by a
series of related research [18], [19]. It refers to a periodic,
pulsing, and low-rate attack traffic against the TCP protocol.
Specifically, it has been used to exploit TCP’s retransmission
time-out (RTO) mechanism, provoking a TCP flow to
repeatedly enter in a RTO state. This is obtained by sending
high rate but short-duration bursts (having round trip time
scale burst length), and repeating periodically at slower
RTO time-scales [5], [16].
RoQ attacks target the dynamic operation of the adaptation mechanisms widely adopted to ensure that the workload would be distributed across the system resources to
optimize the overall performance [7], [12], [20]. By using a
specific attack pattern, RoQ induces constant oscillations
between the overload and underload states, without sustaining the attack traffic. This is achieved by timing the
attack traffic and its magnitude in order to exploit the
dynamics of the system.
As for LoRDAS, the applications are usually more vulnerable to DDoS attacks due to their complexity. Specifically, LoRDAS attacks have no necessary deviations in
terms of network traffic volumes or traffic distribution with
respect to normal traffic. Due to its high similarity to legitimate network traffic and much lower launching overhead
than classic DDoS attack, this new assault type cannot be
efficiently detected or prevented by existing network-based
solutions [21], [22]. Therefore, in recent years, the target of
DDoS attacks has shifted from network to application server
resources and procedures. Several LoRDAS attack models
against application server have been proposed [8], [23], [24].
In particular, they aim at keeping the service queue of the
target application servers completely full of requests coming from the attacker, so that any new incoming request
sent by legitimate users is discarded. Macia-Fernandez et al.
[24] present an evolution of the low-rate DDoS attack
against iterative application servers, and extends its capabilities to concurrent systems. They assume the target server
has a finite service queue, where the incoming service
requests are temporarily stored to be served by the corresponding application process or thread. The attack takes
advantage of the capacity to forecast the time at which the
responses to incoming requests for a given service occur.
This capability is used to schedule an intelligent pattern in
such a way that the attacked server becomes busy the most
time in processing of the malicious requests instead of those
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from legitimate users. The actual availability of the service is
thus reduced, while the data rate is low to elude potential
defense mechanisms deployed against high-rate DDoS
attacks at the server side. However, the major attention was
paid to the mechanism for forecasting of the application
server response times. Regarding this, Xiaodong et al. [8]
propose a modified strategy, according to which the attack
differs in behavior at different stage of the process. Specifically, the attack process has two different stages, before and
after the service queue is filled up. The attacker monitors
the number of attack requests that have been declined by
the server within a recent period. If the requests are widely
rejected, the attacker can assume that the service queue has
been filled, and the attack is suspended. However, both the
described attacks exhibit the typical periodic waveform of
the low-rate DDoS attack, which consists of ON-OFF
sequences of attack messages. Several works have proposed
approaches to detect attacks that exhibit such a periodic
and pulsing behavior [25], [26], [27].
Ben-Porat et al. [12] propose a vulnerability metric. It
accounts for the maximal performance degradation (damage) that sophisticated attackers can inflict on the system
using a specific amount of resources, normalized by the
performance degradation attributed to regular users
(using the same resources). In particular, they evaluate
the vulnerability of both Open Hash and Closed Hash
systems combined with some queuing mechanism, commonly used in computer networks. They show that under
attack, the regular user still suffers from performance
degradation, even after the attack has ended (such degradation is not due to the extra load of the attack, but due
to its sophistication). However, the proposed metric has
been defined to support the system designer to evaluate
the relationship between the maximal job size allowed in
the system and the vulnerability of the system to malicious attacks, and to choose the desired balance between
the two. In contrast, our contribution aims at presenting
an approach to build up sophisticated attack patterns,
which cause significant damages (service performance
degradation), even if the attack pattern is performed in
accordance with the maximal job size and arrival rate
allowed in the system (stealthy behavior). In particular,
SIPDAS is a low-rate attach pattern that leverages the
strengths of both LoRDAS and RoQ. On the one hand, it
is designed to exploit a common vulnerability in application design or implementation [28]; on the other hand, it
is able to target the dynamic operation of the adaptation
mechanisms used to ensure the system performance.
To the best of our knowledge, none of the works proposed in the literature focus on stealthy attacks against
application that run in the cloud environment.

2.2 Cloud Resources Provisioning
Cloud providers offer services to rent computation and storage capacity, in a way as transparent as possible, giving the
impression of ‘unlimited resource availability’. However, such
resources are not free. Therefore, cloud providers allow customers to obtain and configure suitably the system capacity,
as well as to quickly renegotiate such capacity as their
requirements change, in order that the customers can pay
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only for resources that they actually use. Several cloud providers offer the ‘load balancing’ service for automatically distributing the incoming application service requests across
multiple instances, as well as the ‘auto scaling’ service for
enabling consumers to closely follow the demand curve for
their applications (reducing the need to acquire cloud
resources in advance). In order to minimize the customer
costs, the auto scaling ensures that the number of the application instances increases seamlessly during the demand
spikes (to maintain the contracted performance), and
decreases automatically during the demand lulls. For example, by using Amazon EC2 cloud services, the consumers
can set a condition to add new computational instances
when the average CPU utilization exceeds a fixed threshold.
Moreover, they can configure a cool-down period in order
to allow the application workload to stabilize before the
auto scaling adds or removes the instances [29].
In the following, we will show how this feature can be
maliciously exploited by a stealthy attack, which may
slowly exhaust the resources provided by the cloud provider for ensuring the SLA, and enhance the costs incurred
by the cloud customer.

2.3 The mOSAIC Framework
The mOSAIC project aimed at offering a simple way to
develop and manage applications in a multi-cloud environment [11]. It provides a framework composed of two main
components: the cloud agency and the software platform. The
cloud agency acts as a provisioning system, brokering
resources from a federation of cloud providers. The
mOSAIC user develops the application on its local machine,
then it uses a local instance of the cloud agency in order to
start-up the process of remote resource acquisition and to
deploy the Software Platform and the developed application. The Platform enables the execution of the developed
applications on the acquired cloud resources.
A Java-based API is provided to develop software components in the form of Cloudlets. A mOSAIC application is a
collection of Cloudlets, which are interconnected through
communication resources, such as queues or shared keyvalue stores. The Cloudlets run on a dedicated operating
system, named mOSAIC Operating System (mOS), which is
a small Linux distribution. At runtime, the Software Platform transparently scales the Cloudlets instances on the
acquired virtual machines (VM) on the base of the resource
consumption (auto scaling). As an example, when the Platform detects that a Cloudlet is overloaded (e.g., it has too
messages on the intercommunicating queues), it may
choose to start a new Cloudlet instance. The Platform
assumes such a decision on the base of policies defined by
the application developer (through specific mOSAIC features). Finally, a load balancing mechanism automatically
balances the application service requests among the
instances.

3

DOS ATTACKS AGAINST CLOUD APPLICATIONS

In this section are presented several attack examples, which
can be leveraged to implement the proposed SIPDAS attack
pattern against a cloud application. In particular, we consider DDoS attacks that exploit application vulnerabilities
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[10], [12], [30], including: the Oversize Payload attack that
exploits the high memory consumption of XML processing;
the Oversized Cryptography that exploits the flexible
usability of the security elements defined by the WS-Security specification (e.g., an oversized security header of a
SOAP message can cause the same effects of an Oversize
Payload, as well as a chained encrypted key can lend to
high memory and CPU consumptions); the Resource
Exhaustion attacks use flows of messages that are correct
regarding their message structure, but that are not properly
correlated to any existing process instance on the target
server (i.e., messages that can be discarded by the system,
but at the expense of a huge amount of redundant work,
such as the Business Process Execution Language (BPEL)
based document, which must be read and processed
completely, before they may safely be discarded); and
attacks that exploit the worst-case performance of the system, for example by achieving the worst case complexity of
Hash table data structure, or by using complex queries that
force to spend much CPU time or disk access time.
In this paper, we use a Coercive Parsing attack as a case
study, which represents one of the most serious threat for
the cloud applications [10]. It exploits the XML verbosity
and the complex parsing process (by using a large number
of namespace declarations, oversized prefix names or namespace URIs). In particular, the Deeply-Nested XML is a
resource exhaustion attack, which exploits the XML message format by inserting a large number of nested XML tags
in the message body. The goal is to force the XML parser
within the application server, to exhaust the computational
resources by processing a large number of deeply-nested
XML tags [30].

4

STEALTHY DOS CHARACTERIZATION AND
MODELING

This section defines the characteristics that a DDoS attack
against an application server running in the cloud should
have to be stealth.
Regarding the quality of service provided to the user,
we assume that the system performance under a DDoS
attack is more degraded, as higher the average time to process the user service requests compared to the normal
operation. Moreover, the attack is more expensive for the
cloud customer and/or cloud provider, as higher the
cloud resource consumption to process the malicious
requests on the target system. From the point of view of
the attacker, the main objective is to maximize the ratio
between the amount of ‘damage’ caused by the attack (in
terms of service degradation and cloud resources consumed), and the the cost of mounting such an attack
(called ‘budget’) [7].
Therefore, the first requirement to design an efficient
DDoS attack pattern is the ability of the attacker to assess
the damage that the attack is inflicting to the system, by
spending a specific budget to produce the malicious
additional load. The attack damage is a function of the
‘attack potency’, which depends on the number of concurrent attack sources, the request-rate of the attack flows,
and the job-content associated to the service requests to
be processed. Moreover, in order to make the attack
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Fig. 1. Attack scenario.

stealthy, the attacker has to be able to estimate the maximum attack potency to be performed, without that the
attack pattern exhibits a behavior that may be considered
anomalous by the mechanisms used as a protection for
the target system.
In the following sections, starting from a synthetic representation of the target system, we describe the conditions
the attack pattern has to satisfy to minimize its visibility as
long as possible, and effectively affect the target system performance in the cloud environment.

4.1 Server under Attack Model
In order to assess the service degradation attributed to the
attack, we define a synthetic representation of the system
under attack. We suppose that the system consists of a
pool of distributed VMs provided by the cloud provider,
on which the application instances run. Moreover, we
assume that a load balancing mechanism dispatches the
user service requests among the instances. The instances
can be automatically scaled up or down, by monitoring
some parameter suitable to assess the provided QoS (e.g.,
the computational load, the used memory, and the number
of active users). Specifically, we model the system under
attack with a comprehensive capability zM , which represents a global amount of work the system is able to perform in order to process the service requests. Such
capability is affected by several parameters, such as the
number of VMs assigned to the application, the CPU performance, the memory capability, etc. Each service request
consumes a certain amount wi of the capability zM on the
base of the payload of the service request. Thus, the load
CN of the system at time t can be modeled by a queuing
system M=M=n=n with Poisson arrivals, exponentially distributed service times, multiple servers, and n incoming
requests in process (system capability). Moreover, the auto
scaling feature of the cloud is modeled in a simple way:
when new resources (e.g., VMs) are added to the system,
the effect is an increase of the system capability zM .
Therefore, given h legitimate type of service requests
u ¼ (#1 ; . . . ; #h ), and denoted w as the cost in terms of
cloud resources necessary to process the service request
’ 2 u, an attack against a cloud system can be represented
as in Fig. 1. Specifically, Fig. 1 shows a simple illustrative
attack scenario, where the system is modeled as: ðiÞ a
queue (that conceptually represents the load balancing
mechanism), in which are queued both the legitimate
user request flows fNj and the DDoS flows fAj (attack
sources), and ðiiÞ a job for each service request that is currently processed on the system.
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4.2 Stealthy Attack Objectives
In this section, we aim at defining the objectives that a
sophisticated attacker would like to achieve, and the
requirements the attack pattern has to satisfy to be stealth.
Recall that, the purpose of the attack against cloud applications is not to necessarily deny the service, but rather to
inflict significant degradation in some aspect of the service
(e.g., service response time), namely attack profit PA , in order
to maximize the cloud resource consumption CA to process
malicious requests. In order to elude the attack detection,
different attacks that use low-rate traffic (but well orchestrated and timed) have been presented in the literature.
Therefore, several works have proposed techniques to
detect low-rate DDoS attacks, which monitor anomalies in
the fluctuation of the incoming traffic through either a timeor frequency-domain analysis [18], [25], [26]. They assume
that, the main anomaly can be incurred during a low-rate
attack is that, the incoming service requests fluctuate in a
more extreme manner during an attack. The abnormal fluctuation is a combined result of two different kinds of behaviors: ðiÞ a periodic and impulse trend in the attack pattern,
and ðiiÞ the fast decline in the incoming traffic volume (the
legitimate requests are continually discarded). Therefore, in
order to perform the attack in stealthy fashion with respect
to the proposed detection techniques, an attacker has to
inject low-rate message flows fAj ¼ ½’j;1 ; . . . ; ’j;m ], that satisfy the following optimization problem:
Stealthy DDoS attack pattern in the cloud - Denote p the number of attack flows, and consider a time window T , the DDoS
attack is successful in the cloud, if it maximizes the following
functions of profit and resource consumption:
8
>
>
>
>
< maximize
>
>
>
>
: maximize

PA ¼

p X
X
j¼1

CA ¼

i

p X
X
j¼1

gð’j;i Þ;
(1)
wð#j;i Þ;

i

and it is performed in stealthy fashion, if each flow fAj satisfies the
following conditions:
8
ðc1 Þ
>
>
>
>
< ðc2 Þ
ðc3 Þ
>
>
>
>
:
ðc4 Þ

minimize
s:t:to
s:t:to
s:t:to

dj ; 8j 2 ½1::p;
’j;i 2 u;
exhibits a pattern neither periodic
nor impulsive;
exhibits a slowly increasing intensity;
(2)

where:





g is the profit of the malicious request ’j;i , which
expresses the service degradation (e.g., in terms of
increment of average service time tS to process the
user requests with respect to the normal operation);
dj is the average message rate of the flow fAj ,
w is the cost in terms of cloud resources necessary to
process ’j;i 2 u.

Cond. (2.c1 ) implies that the flow fAj has to be injected
with a low-rate dj . Cond. (2.c2 ) assumes that all attack messages have to be legitimate service requests.
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4.3 Creating Service Degradation
Considering a cloud system with a comprehensive capability zM to process service requests ’i , and a queue with size
B that represents the bottleneck shared by the customer’s
flows fNj and the DoS flows fAj (Fig. 1). Denote C0 as the
load at time the onset of an attack period T (assumed to
occur at time t0 ), and CN as the load to process the user
requests on the target system during the time window T . To
exhaust the target resources, a number n of flows fAj have
to be orchestrated, such that:
C0 ðt0 Þ þ CN ðT Þ þ CA ðT Þ  zM  T;

(3)

where CA ðT Þ represents the load to process the malicious
requests ’i during the period T . If we assume that ð1Þ the
attack flows are not limited to a peak rate due to a network
bottleneck or an attacker’s access link rate, and ð2Þ the term
CN can be neglected during the attack (CA  CN ), the malicious resource consumption CA can be maximized if the following condition is verified:
CA ðT Þ  zM  T  C0 ðt0 Þ with

CA  CN :

(4)

Moreover, assume that during the period T , the requests
’i 2 fA burst at an average rate dA , whereas the flow fN
bursts at an average rate dN . Denote B0 as the queue size
at time t0 , and d as the time that the queue becomes full,
such that:
d¼

B  B0
;
dA þ dN  dp

(5)

where dp is the average rate of requests processed on the target system (i.e., the system throughput during the period
T ). After d seconds, the queue remains full if dA þ dN  dp .
In particular, under attack, if d < T and CA ðVÞ  zM  V 
C0 ðt0 þ dÞ, the attacker can archive the best profit PA during
the time window V ¼ ½t0 þ d; T  (i.e., there will be a high
likelihood for the user requests to be neglected, forcing the
client to perform a service request retransmission).

4.4 Minimize Attack Visibility
According to the previous stealthy attack definition, in
order to reduce the attack visibility, Conditions (2) have to
be satisfied. Therefore, through the analysis of both the target system and the legitimate service requests (e.g., the
XML document structure included within the HTTP messages), a patient and intelligent attacker should be able to
discover an application vulnerability (e.g., a Deeply-Nested
XML vulnerability), and identify the set of legitimate service
request types #k  u (Cond. (2.c2 )), which can be used to
leverage such vulnerability. For example, for an X-DoS
attack, the attacker could implement a set of XML messages
with different number of nested tags nTi ¼ 1; . . . ; NT . The
threshold NT can be either fixed arbitrarily, or possibly, estimated during a training phase, in which the attacker injects
a sequence of messages with nested XML tags growing, in
order to identify a possible limitation imposed by a threshold-based XML validation schema. A similar approach can
be used to estimate the maximum message rate dT with
which injecting the service requests ’i . Then, the attacker
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has to define the minimal number p of flows fA characterized by malicious requests injected with:



an average message rate lower than dT , in order to
evade rate-controlling- and time-window-based
detection mechanisms (Cond. (2.c1 )), and
a polymorphic pattern (described in the next section), in order to evade low-rate detection mechanisms (Conditions (2.c3 and 2.c4 )),
Fig. 2. SIPDAS lowly-increasing intensity behavior.

such that maximize the functions PA and CA (Eq. (1)).

5

SLOWLY-INCREASING-POLYMORPHIC DDOS
ATTACK PATTERN AGAINST CLOUD
APPLICATION

In this section, on the basis of the attack objectives and characterization described in Section 4, we present a strategy to
implement attack patterns that optimize the problem
described by Conditions (1) and (2).

5.1 Slowly-Increasing Polymorphic Attack Strategy
Denote w as the payload in terms of cloud resources zi (e.g.,
average CPU load), necessary to process the service request
’i 2 u during a time period Di (i.e.,
P wð’i Þ ¼ zi  Di ), Eq. (4)
can be formulated as CA ðT Þ ¼ zi  Di  zM  T  C0 ðt0 Þ.
Moreover, assuming that n is the average number of malicious requests Fn ¼ ½’1 ; . . . ; ’n  (with ’i 2 u) sent by the
attacker during a time window T , and m is the average
number of malicious requests Fm actually processed by the
target system during T ; in order to maximize the functions
PA and CA , the DDoS attack has to satisfy the following conditions:
8P n
 Pmm
n
>
t
< i¼1 tIi
i¼1 Si
m
X
>
zi  Di  zM  T  C0 ðt0 Þ
:

with m

n;

with CA  CN ;

(6)

i¼1

where, tIi is the inter-arrival time between two consecutive
requests ’i 2 Fn , and tSi is the average service time to process ’i 2 Fm . Eq. (6) expresses that, in order to identify a
suboptimal solution of the problem described by Functions
(1), the attacker should know in advance the comprehensive system capacity zM and the payload w for each type of
request ’i 2 u. The knowledge of such information would
allow to orchestrate an attack that, on the one hand,
achieves the desired service degradation, on the other
hand, minimizes the attack potency in order to hide the
malicious behavior and to reduce the budget needed to
mount the attack.
To implement an attack pattern that maximizes PA and
CA , as well as satisfies Conditions (2), without knowing
in advance the target system characteristics, we propose a
Slowly-Increasing Polymorphic attack strategy, which is
an iterative and incremental process. At the first iteration
only a limited number p of flows fA are injected. The
value p is increased by one unit at each iteration p, until
the desired service degradation is achieved. During each
iteration, the flows fA exhibit the attack intensity shown in
Fig. 2. Specifically, each flow fAj consists of burst of messages, in which the parameter I0 ðpÞ means the initial

attack intensity at the iteration p (which can be orchestrated by varying the number and type of injected
requests), T is the length of the burst period, and DI is
the increment of the attack intensity each time a specific
condition V is false. V is tested at the end of each period
T . The satisfaction of the condition V identifies the
achievement of the desired service degradation.
The purpose of using an iterative and incremental
approach is related to the inability of knowing in advance
the target system capability zM and the payload wð’i Þ.
The parameter DI sets the hypothetical overload that the
attacker would like to add on the target system. The value
DI has to be manipulated by the attacker, and controlled
within a very small range to hide the attack behavior, and
prolong the attack detection latency. The intensity IðtÞ is
periodically increased until it exceeds a threshold IM ,
beyond which the attack may be detected. In such case, a
new attack iteration p þ 1 is performed, in which another
flow fAj is added, and a new attack intensity I0 ðp þ 1Þ is
computed for each flow fAj (as will be described in
Section 5.1.1). Therefore, in order to inject a number of
requests (Cond. (2.c1 )) strictly necessary for achieving a certain level of service degradation (Eq. (6)), the intensity IðtÞ
and the number of involved flows fA are slowly enhanced.
Moreover, each burst is a sequence of legitimate messages
’i , randomly chosen within the set u (polymorphism in the
form), injected with an inter-arrival time tI that is proportional to the alleged load associated to the injected message.
In the following is described as the SIPDAS-based attacks
can be implemented, and how to estimate their effects on
the target system.

5.1.1 Attack Approach
In order to implement SIPDAS-based attacks, the following
components are involved:




a Master that coordinates the attack;
p Agents that perform the attack (each Agent injects a
single flow of messages fAj ); and
a Meter that evaluates the attack effects.

Algorithm 1 describes the approach implemented by
each Agent to perform a stealthy service degradation in the
cloud computing. It has been specialized for an X-DoS
attack. Specifically, the attack is performed by injecting
polymorphic bursts of length T with an increasing intensity
until the attack is either successful or detected. Each burst is
formatted in such a way as to inflict a certain average level
of load CR . In particular, we assume that CR is proportional
to the attack intensity of the flow fAj during the period T .
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Therefore, denote I0 as the initial intensity of the attack, and
assuming DCR ¼ DI as the increment of the attack intensity.
For each attack period, fixed the maximum number of
nested tags (tagThreshold), the routine pickRandomTags(. . .)
randomly returns the number of nested tags nT for each
message (row 4). Based on nT , the routine computeInterarrivalTime uses a specific algorithm (Eq. (12) described in
Section 6.3) to compute the inter-arrival time for injecting
the next message (row 5). At the end of the period T , if the
condition ‘attackSuccessful’ is false (evaluated by the Meter
and described in the next Section 5.1.2), the attack intensity
is increased (row 10). If the condition ‘attackSuccessful’ is
true, the attack intensity is maintained constant until either
the attack is detected (e.g., the target system is no longer
reachable due to a reaction performed by the security
administrator or by an Intrusion Prevention System), or the
auto-scaling mechanism enabled in the cloud adds new
cloud resources (row 12). The attack is performed until it is
either detected, or the average message rate of the next burst
to be injected is greater than dT (row 21). In this last case, the
Agent notifies to the Master that the maximum average
message rate is reached (row 26), and continues to inject
messages formatted according to the last level of load CR
reached (row 30).
If all the current Agents reach the threshold dT , the Master replaces them with new Agents. Specifically, assuming
that at the generic iteration p were active p Agents, the Master replaces them with p þ 1 Agents, with initial attack
intensity I0 ðp þ 1Þ ¼ CRM ðpÞ=ðp þ 1Þ, where CRM ðpÞ is the
maximum level of intensity achieved by the previous p
Agents. In general, the attack starts with a limited number
of Agents (e.g., a single Agent) and increased by one unit at
each iteration.

5.1.2 Attack Effect Estimation
During the attack, in order to determine if the current flows
fA are generating a service degradation, the Meter injects a
flow fM of requests ’i overlapped to the attack flows fA ,
and estimates the service time tS to process each message ’i
on the target system. In particular, if we assume that the
flow fM is not limited by a network bottleneck, and the network latency is negligible, then, we can approximate tS
with the response time of the target application. Therefore,
during a training phase, the attacker can estimate an
approximation of the actual distribution of the response
time tR , for each message of type #k  u, and then, uses it to
evaluate the service degradation achieved.
Since the actual response time distribution may have a
large variance during the attack, the estimation model has to
be in charge of identifying significant deviations. Therefore,
supposing that mR ð#k Þ and s R ð#k Þ are the mean and standard
deviation of the response time tR for the messages type #k ,
empirically estimated during the training phase, the Meter
can adopt the following Chebyshev’s inequality to compute
deviation of the service time tS ð’i Þ during the attack:
pðjtS ð’i Þ  mR ð#k Þj    s R ð#k ÞÞ

1
2

with ’i 2 #k : (7)

The Chebyshev’s inequality establishes an upper bound for
the percentage of samples that are more than  standard
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deviations away from the population mean. For example,
by Eq. (7) can be shown that with  ¼ 2, at least 25 percent
of the samples would fall outside two standard deviations
from the mean. The Chebyshev’s inequality can be used to
compute an upper limit (an outlier detection value)
&ð#k Þ ¼ mR ð#k Þ þ   s R ð#k Þ beyond which the sample tS
can be considered to be an outlier. Specifically, we assume
that the attack is successful, if starting from a certain time
t0 , Eq. (8) is verified for each ’i :
tS ð’i Þ > &ð#k Þ with ’i ðtÞ 2 #k

and

t > t0 :

(8)

On the other hand, the service degradation may be due to a
temporary user’s peak load. Moreover, since even if the
attack is successful, a short subset of requests may be
not affected by the attack (as will be shown in Fig. 5 of
Section 6.2), we can assume that the provided service is
degraded whether, given a sequence of messages ’i 2 fM ,
i ¼ 1; . . . ; n, Eq. (8) has to be verified at least for a large
number of service requests ’i . This assumption can be verified by an approach based on a count  and  threshold
mechanism. It relies on a simple g filtering function defined
as follows:
8
gð0Þ ¼ 0;
>
>
<
gðiÞ ¼ gði  1Þ þ 1
if tS ð’i Þ > &ð#k Þ;
(9)
gðiÞ ¼ gði  1Þ  D
if tS ð’i Þ &ð#k Þ;
>
>
:
with D 20; 1 ½ and ’i 2 #k ;
where g is a score that tracks the number of requests that
exhibit a tS degraded according to the condition (8). Specifically, the attack is successful if gðiÞ exceeds a certain threshold H, which represents the minimum number of
consecutive requests that present a tS sufficiently large to
consider the service degraded. D represents the ratio with
which gðiÞ is decreased for each tS that is comparable with
the tR under normal condition. The values to assign to H
and D depend on the required accuracy. In particular, a
higher value of H may improve the probability of correctly
recognizing the service degradation due to the attack rather
than a short workload peak of the user. A higher value of D
enhances the weight of requests that are processed with a
service time comparable with that estimated during normal
operation. Moreover, the values of H and D have to be chosen on the base of the number of requests injected during
the attack period T . Assuming that the peak loads due to
the user workload are short and impulsive, the attacker
should choose a sufficiently large period T , for example,
ranging between 10 minutes and one hour. Moreover, we
empirically observed that, if the attack is successful, the
number of messages unaffected by the attack is low (less
than 10 percent of the injected messages). Therefore, we can
choose a value D close to 1 (e.g., D ¼ 0:98), and a threshold
H greter than the 50 percent of the requests injected in the
period T ).
In summary, according to the proposed approach, the
Meter is the component enabled to inject the flow fM , as
well as to compute the filtering function g used to set the
condition attackSuccessful in Algorithm 1. Specifically, at
the end of each attack period T , the Meter sets the condition
attackSuccessful, and the Agent increases the attack intensity whether such a condition is false.
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Algorithm 1: Core Algorithm of SIPDAS Agent
Require: Integer timeWindow ( T {Burst period.}
Require: Integer nT ( 0 {Nested tags within each
message.}
Require: Integer tagThresold ( NT {Nested tags
threshold.}
Require: Integer rateThreshold ( dT {Attack rate
threshold.}
Require: Integer attackIncrement ( DI {Attack intensity
increment.}
Require: Integer CR ( I0 {Initial attack intensity.}
1: repeat
2: t ( 0;
3: while t T do
4:
nT ( pickRandomTagsðtagThresoldÞ;
5:
tI ( computeInterarrivalTimeðCR ; nT Þ;
6:
sendMessageðnT ; tI Þ;
7:
t ( t þ tI ;
8: end while
9: if !ðattackSuccessfulÞ then
10:
CR ( ðCR þ attackIncrementÞ;
{Attack intensification}
11: else
12:
while !ðattack detectedÞ and attackSuccessful do
13:
{Service degradation achieved; attack intensity
is fixed}
14:
nT ( pickRandomTagsðtagThresoldÞ;
15:
tI ( computeInterarrivalTimeðCR ; nT Þ;
16:
sendMessageðnT ; tI Þ;
17:
end while
18:
end if
19:
tIM ðCR Þ ¼ computeInterarrivalTimeðCR ; NT Þ;
20:
tIm ðCR Þ ¼ computeInterarrivalTimeðCR ; 1Þ;
21: until ð2=ðtIM  tIm Þ < rateThresholdÞ
and !ðattack detectedÞ
22: if attack detected then
23: {Notify to the Master that the attack has
been detected}
24: print 0 Attack detected0 ;
25: else
26: {Notify to the Master the attack has reached the
threshold dT and archived the intensity CR ¼ CRM }
27: print 0 Threshold reached0 ;
28: {Continue the attack by using the previous CR value}
29: CR ¼ CR  attackIncrement;
30: loop
31:
nT ( pickRandomTagsðtagThresoldÞ;
32:
tI ( computeInterarrivalTimeðCR ; nT Þ;
33:
sendMessageðnT ; tI Þ;
34:
end loop
35: end if
However, in order to make stealth the whole attack, even
the flow fM must satisfy Conditions (2). Therefore, the
sequence of the messages fM has to exhibit a polymorphic
behavior in terms of message form and over time. In order
to generate a polymorphic form, the Meter builds a
sequence of legitimate messages fM ðtÞ ¼ ½’1 ðtÞ; . . . ; ’m ðtÞ,
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Fig. 3. CPU consumption with different nested XML tags.

randomly chosen within the set u. As for the inter-arrival
time tI , the average message rate has to be lower than the
message rate of flows fA , but enough large to make a proper
performance assessment of the system under attack (e.g., a
request per second). Specially, the requests are injected with
an inter-arrival time tI such that, fixed m random number
xi sorted in ascending order in the range [0; T ]:
8xi 2 ½0; T ½) ’i ðtk þ xi Þ with

i ¼ ½1; . . . ; m; xi 2 <;

(10)
where m is the number of requests sent in the period
Tk ¼ ½tk ; tk þ T ½, and xi < xj with i < j.

6

THE CASE STUDY

In order to explain how to leverage a DDoS attack described
in Section 3 to implement a SIPDAS pattern, the DeeplyNested XML attack is adopted as case study. We first analyze the CPU consumption in presence of the classic bruteforce X-DoS attack against a simple application server
(Section 6.1). Then, the requirements to perform an X-DoS
attack in the cloud environment are derived (Section 6.2).
Finally, Section 6.3 describes how this simple X-DoS attack
can be orchestrated in order to exhibit a polymorphic
behavior.

6.1 XML-Based DoS Attack Example
In a previous work [32], we presented the effects of a
Deeply-Nested XML attack against a simple web application built on Apache Axis2. The attacked system is a single
VM with 2.8 GHz processor, 4 GB of RAM, and Ubuntu 9.10
Linux. During the experimental campaign, we analyzed the
CPU consumption depending on the number of nested
XML tags and the frequency with which the malicious messages are injected. In particular, in Fig. 3 is shown the CPU
consumption on the target system to parse messages containing XML tags with different nested depth. [t] The results
showed that a message of 500 nested tags is sufficient to
produce a peak of CPU load of about 97 percent, whereas
with 1,000 tags the CPU is fully committed to process the
message for about 3 seconds. Moreover, we performed several attacks. For each attack, we injected a homogeneous XDoS flow fAj , i.e., a sequence of messages with a fixed number of nested tags nTj and a fixed message rate dAj . Assuming that 20 seconds are the maximum time observed
experimentally to reach a steady state value of CPU under
attack (namely CR ), and denoting ‘base_line’ as the average
CPU load in absence of user load (about 9 percent). We
have empirically estimated a function Y , which represents
an approximation of the values CR reached (after 30 s)
by each attack, varying nT (different inter-arrival time
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TABLE 1
Attack Parameters to Achieve an Overload
CR of About 30 Percent
nT j
tI j

5
10 ms

63
50 ms

159
182
211
273
100 ms 250 ms 500 ms 1000 ms

tI ¼ 1=dA are also considered). We can observe that, fixed
the inter-arrival time, CR enhances with a trend that can be
approximated as an exponential function Y ðnT ; tI Þ ¼
AðtI Þ  e½nT BðtI Þ . In particular, in order to simplify the
achieved results, assuming that BðtI Þ is a steady value equal
to , the computational load on the target system during the
attack increases according to the following expressions:
8
< CPU ¼ Base line þ CR ðnT ; tI Þ
CR ðnT ; tI Þ ¼ AðtI Þ  enT
:
AðtI Þ ¼ atb
I :

(11)

Finally, we empirically observed that the same level of
CPU overload can be achieved with several flows fAj ,
orchestrated with different combination of nT and tI . For
example, in order to obtain an increment of CPU load of
about 30 percent with respect to the base_line, we can
equally use flows fA orchestrated according to the pair
(nTj , tIj ) reported in Table 1. As will be described in
Section 6.3, such consideration can be exploited to build
the polymorphic behavior of the SIPDAS attack pattern.
In the second set of experiments, in order to evaluate the
effect of a distributed X-DoS attack, we injected concurrent
flows fAj with the same number of nested tags nT and interarrival time tI . Empirical results showed that CR increases
linearly with respect to the number kF of concurrent flows,
such that CPU ¼ Base line þ ðm  kF Þ with the slope m < 1.

6.2

Creating X-DoS Based Degradation in Cloud
Computing
In this section, we analyze the effects of an X-DoS attack on
the cloud system in terms of provided quality of service.
The mOSAIC-based testbed designed to test the attack effectiveness consists of two independent cloud applications,
which represent the ‘Attacker’ and the target application
server, namely SUA. Both applications are designed according to the mOSAIC paradigm and run on independent set
of VMs. The SUA application emulates a typical XML-based
web application: it receives the XML messages via HTTP,
and performs the XML parsing (using a DOM approach),
and other simple elaborations (e.g., it computes the total
number of nested tags). The mOSAIC implementation of
such a scenario is represented in Fig. 4: a HTTPgw Cloudlet
manages the HTTP messages and forwards them to the
XML Analyzer, which parses the XML document, and stores
the results (in a Key-Value store). The advantage of using
mOSAIC is that, we are able to automatically scale the
application when the virtual node is overloaded (starting
new VMs). Moreover, thanks to the mOSAIC monitoring
tools [11], we are able to evaluate the resource consumption
of each involved VM and the number of retrieved messages
(XML documents) to be processed.
In [31], we adopted the TPC Benchmark W (TPC-W) is
adopted in order to assess the effectiveness of the X-DoS

Fig. 4. Architecture of the mOSAIC-based testbed.

attack with respect to the provided quality of service [33].
It is a transactional web benchmark used to simulate the
activities of a business oriented transactional web server
(i.e., the execution of multiple transaction types that span
a breadth of complexity). Each web interaction involves
a different computational cost, and it is subjected to a
response time constraint. The performance metric reported
by TPC-W is the number of web interactions processed per
second, namely WIPS. In this paper, the target application
is an ad-hoc web service, therefore, we cannot use the
TPC-W workload. In order to perform similar evaluations,
we have built a TPC-W emulator, which generates a similar workload for the SUA application. Moreover, it measures the number of operations processed per second
(WIPS), and retransmits the same request to the application when it is not processed before a fixed timeout. It
should be clear that this testbed does not aim at correctly
emulating the TPC-W benchmark. It is only used as a basis
to build up a generic workload, under which we are able
to analyze the attack effect.
We perform a dedicated testing campaign, by injecting
flows fAj with a fixed number of nested tags nTj and a fixed
message rate dAj . In Fig. 5 is shown the effect of a flow of
messages with 350 nested tags every 100 ms. Specifically, it
represents a qualitative analysis of the WIPS variation with
respect to the time, during several time windows. The first
window shows the WIPS variation in absence of the attack
(i.e., in normal operation the considered testbed processes
about 190 transaction per second). In the second time
window, the X-DoS attack is activated (at time t0 ). After a
few seconds from t0 , the system is completely overloaded
(100 percent CPU), and the number of interactions processed become very low (about 17 per second). At time t1 ,
the attack is intensified, in particular, the message rate is
increased from 100 to 10 ms, which further reducing the
number of transactions processed (about 9 per second).
Finally, at time t2 , we forced the mOSAIC auto-scaling

Fig. 5. WIPS evaluation during an X-DoS (with 350 nested XML tags)
against a cloud application.
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Fig. 7. Attacker implementation by the mOSAIC paradigm.
Fig. 6. SIPDAS burst.

mechanism to add three new VMs, on which the XML Analyzer instances are enabled; thus, the number of processed
requests progressively increases from 9 to 71. However,
since the attack is already in progress, the provided service
still results degraded compared with the normal operation.
Such results show that, ðiÞ if the X-DoS attack is overlapped on the user traffic, although the attack achieves a
substantial service degradation, a subset of user’s
requests is either unaffected, or at most processed in a
longer time; and ðiiÞ once the system has reached a certain level of service degradation, the attacker has to
greatly increase the attack potency (i.e., the request-rate
and/or number of concurrent sources), in order to produce a slight additional damage. Therefore, on the basis
of the considerations described in Section 5.1, it is necessary to identify the maximum attack intensity IM that the
attacker can inflict to the target system, while respecting
Cond. (2).

6.3 SIPDAS-Based Attack Burst
In Fig. 6 is shown an example of a SIPDAS-based X-DoS
attack burst, in which the number of nested tags nT and the
inter-arrival time for each injected requests ’i 2 u have been
chosen according to a uniform distribution. Specifically,
supposing that NT and dT are the maximum number of tags
that can be nested and the maximum request rate respectively (empirically estimated as described in Section 4.4),
and assuming that the level of CPU load increases according
to the trend described by Eq. (11):
ðnT Þ
CR ðnT ; tI Þ ¼ atb
I e

sﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ
b aeðnT Þ
) tI ¼
;
CR

(12)

fixing the value CR (the increment of CPU load inflicted by
the attack), the burst is implemented by orchestrating a
sequence of messages, in which each message includes a
random number of nested tags nT NT , injected with an
inter-arrival time tI computed by Eq. (12) and included
within the range [tIm ðCR Þ; tIM ðCR Þ]:
tIm ðCR Þ ¼ tI ð1; CR Þ

tI ðnT ; CR Þ

tI ðNT ; CR Þ ¼ tIM ðCR Þ;
(13)

8
p
bﬃﬃﬃﬃﬃ
< tI ð1; CR Þ ¼ ae ;
CR
pﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ
with
: t ðN ; C Þ ¼ b aeNT :
I
T
R
C

(14)

R

Clearly, we cannot expect that the real CPU load on the
target system will exactly follow the function described by

Eq. (11). Nevertheless, such a model may be used to identify
the sequence of pairs ½nT ; tI ðnT Þ, which can be used to build
the polymorphic behavior of the burst (that produces a load
CR on the target system).
Moreover, each burst is a sequence of requests ’i ðnT Þ
(with nT equally distributed in the range [1; NT ]), which
exhibits an average message rate equal to:

dA ðCR Þ ¼

1
:
½tIM ðCR Þ  tIm ðCR Þ=2

(15)

Therefore, the maximum attack intensity IM (beyond which
the flow fA may not be more stealth) is bounded by the condition dA ðCR Þ < dT .

7

ATTACK EVALUATION

In this section, first we present an example of attack implemented by using the paradigm offered by the mOSAIC
framework. Then, we study the impact of the SIPDAS-based
attack pattern on the quality of service provided by the target application, by varying the number of the involved
Agents and the resources of the application server.

7.1 Attack Implementation
The implementation of a SIPDAS-based attack can be done
in several ways. In this work, we use the same cloud framework adopted for building up the target server application
SUA (described in Section 6.2). As a result, the implemented
attack can be offered as a services through a simple web
interface. Fig. 7 shows the architecture of the attacker application in terms of the mOSAIC Cloudlets. A web interface is
used to setup the attack parameters and observe the status
of the attack. When the attack is activated by the web interface, a set of parameters is sent to the Master, including the
target system URL, the attack intensity I0 , the attack increment DI, the thresholds NT and dT (e.g., the maximum number of nested tags and service request rate), and the attack
period T . The Master coordinates the attack, by enabling
the Agent instances, and interacting with the Meter that performs legitimate requests to the server under attack, and
differently from the Agents, evaluates the response time tS .
The KV store shared among the Cloudlets, maintains all the
information related to the attack state, including the parameters used by the Agents and the attack results (in terms of
reached service degradation) evaluated by the Meter. The
Master periodically acquires information from the ‘KV
store’, and sends messages to Agents in order to update
their actions, according to the attack strategy described in
Section 5.1.1.
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Fig. 8. SIPDAS effect (with a single Agent) on the mOSAIC-based
application running on a single VM (auto-scaling disabled).

Fig. 9. SIPDAS effect (with two Agents) on the mOSAIC-based application running on two VMs (auto-scaling disabled).

7.2 Experimental Evaluation
In the following experiments, we assume that during the
normal operation the target application SUA runs on a certain number of VMs (with 2 CPU x86, 32 bit, 2.0 Ghz with 1
GB of memory) in a mOSAIC-based private cloud. The
auto-scaling mechanism is enabled by the mOSAIC Platform when the average CPU load on the involved VMs
exceeds the 90 percent for a time period greater than 10
minutes. Moreover, we adopt the developed TPC-W emulator (described in Section 6.2) both to simulate the customer
workload and to evaluate the attack effect. The TCP-W emulator and the attacker application are deployed on different
VMs and connected to the target cloud through a private
network (100 Mb/s Ethernet LAN). The settings for the
attack evaluation are selected as following: I0 ¼ 10 (initial
attack intensity), DI ¼ 10 (attack intensity increment), and
the maximum number of nested tags NT ¼ 40 (we assume
that it is imposed by a prevention mechanism based on a
validation schema). Moreover, in order to achieve a small
evaluation time, the attack period is chosen to be T ¼ 120 s.
Finally, during the first two experiments the mOSAIC auto
scaling mechanism is disabled.
During the first experiment, we evaluate the maximum
message rate dT necessary to inflict a substantial service degradation. According to the filtering function g described by
Eq. (9) (with D ¼ 0:98 and  ¼ 3), we assume that the attack
is successful if ts ð’i Þ > mR þ 3s R for a number of consecutive service requests greater that H ¼ 60. In order to show
the attack effects, Fig. 8 shows the WIPS variation with
respect to the time, achieved with a single Agent against
SUA deployed on a single VM on the server side. In order
to make more clear the achieved results, the WIPS values
are aggregated at a fixed time interval TS ¼ 30 s and
the average value is shown. Experimental results show that
are sufficient about nine attack periods (i.e., about t ¼ 9
T ¼ 18 minutes) to satisfy Eq. (7), as well as to achieve a service degradation greater than 90 percent. The smallest
reached inter-arrival time between two consecutive message
(in the attack sequence) is tI ¼ 26 ms, whereas the average
value is tI ¼ 73 ms.
In the second experiment, we set the threshold dT to
the average value tI reached during the previous experiment (dT ¼ 1=73 ms). Fig. 9 shows the WIPS variation
achieved when the SUA is deployed on two VMs. Results
show that a single Agent is not able to inflict a significant

service degradation. Specifically, at sample #73 the Agent
reaches the maximum achievable attack intensity CRM
with the fixed dT (after a period P1 ¼ 50  TS from the
attack activation). At this point, the Master enables
another Agent and sets a new initial attack intensity of
the two Agents to I0 ¼ CRM =2. As Fig. 9 shows, with two
Agents the maximum service degradation is achieved
after a time period P2 ¼ 96  TS ¼ 48 minutes.
In the third experiment, the mOSAIC auto-scaling mechanism is enabled. We assume that in normal conditions the
target application runs on two VMs, whereas in case of
overloading due to a workload peak, the auto-scaling mechanism can incrementally add other five VMs. Experimental
results show that after about 3 hours the attack inflicts the
maximum service degradation with five Agents.

8

VALIDATION

In order to validate the proposed stealthy strategy, we analyze the traffic distribution exhibited by the presented attack
pattern.
Recall that, the detection methods proposed in the literature assume the main anomaly incurred during a lowrate attack is that, the incoming service requests fluctuate
in a more extreme manner during an attack (it is due to a
huge number of messages periodically injected to the normal traffic in a very slow pace), as well as the incoming
traffic volume suffers a fast decline. On the other hand,
according to the proposed SIPDAS strategy, the overall
incoming traffic volume may or may not decline during
the attack, because the attack flows are legitimate message sequences ’i 2 u injected with a rate dA < dT , comparable with the normal customer’s flows, as well as it does
not exhibit an impulsive pattern.
In order to prove that such kind of methods cannot be
applied to detect SIPDAS attack pattern, we exploit a
recent work that proposes real-time detection approach
for low-rate DDoS attacks. Specifically, Lui [27] propose
to compute the distribution of the flow connection
entropy (FCE) series to obtain a coarse-grained estimation
of the message traffic, and then use the time-series
decomposition method to divide the FCE series into a
‘trend’ component and a ‘steady random’ component.
Authors propose to analyze such components to detect
the anomalies of the long-term and short-term trends in
the message traffic, caused by the low-rate DDoS attacks.

FICCO AND RAK: STEALTHY DENIAL OF SERVICE STRATEGY IN CLOUD COMPUTING

91

The FCE of a set of incoming flows is defined as:
FCE ¼ 

n
X

pðfi Þlog2 pðfi Þ;

(16)

j¼1

where pðfi Þ is the probability of receiving a message belonging to the flow fi . According to a study conducted by Guang
et al. [34], a DDoS attack produces an abnormal increase in
the FCE of the message traffic. Generally, a long time-scale
traffic exhibits the characteristics of trend, period, mutation,
and randomness. The first two components belong to the
long-term changes, which represent the smooth process of
message traffic behavior, whereas the other two components
belong to the short-term changes, reflecting uncertainty in
the message traffic. As for the short period of time, we may
assume that the mutation component and the period component are negligible with the proposed attack pattern, i.e., the
messages traffic within a short window can be considered as
the consequence of the interaction between the trend component and the random component only. This assumption simplifies the real-time detection approach. Under this
assumption, the FCE series is modeled as:

FCEi ¼ FCEi þ Ri ;
(17)
Ri ¼ hi þ i ;
where FCEi denotes the trend component, Ri is the random
component, hi represents the steady random component,
and i represents the measurement error (white noise).
To estimate the trend component, an exponentially
weighted moving average can be adopted. The estimation
of FCE is obtained by combining the current FCE with the
FCE from the previous period corrected for trend as follows:
8
>
< FCEi ¼ ki FCEi þ ð1  ki ÞFCEi ;
ki ¼ kmax ð1  eQmi Þ;
(18)
>
: mi ¼ jFCEi FCEi1 j ;
FCE
i1

where mi reflects the extent of the fluctuation. Generally, if
FCE series are subject to large changes, then the proportion
of the history should be small so as to quickly attenuate the
effect of the old observations. If FCE series smoothly
change, the proportion of the history should be large to minimize random variations. The value of the parameter Q can
be determined empirically through experiments. Finally,
subtracting the long-term trend component from the original series, the remainder of the series can be considered as
the random part of the traffic Ri ¼ FCEi  FCEi . Therefore,
given a series of FCE data, we first compute the trend and
random components (the trend component will reflect the
majority of slowly-increasing signal, whereas the steady
random signal is contained in the random component),
then, specific anomaly detection methods are applied to
each component separately. In particular, we apply the nonparametric CUSUM method to the random component [34].
It can be used to determine whether the observed time
series are statistically homogeneous, and to identify the
time when the changes occur. The basic idea of CUSUM is
to accumulate those small fluctuations during the detection
process to amplify the varying statistical feature, and thus,
improve the detection sensitivity. It can detect a small deviation of the mean effectively. As for the trend component,

Fig. 10. Detection results achieved with FCE series (auto scaling
disabled).

we calculate the double auto-correlation (DA) coefficient
series and examine the first Nmax elements in such series
[35]. If the behavior in the trend component has an evident
increasing or declining tendency, then those Nmax values
will all exceed a certain threshold:
r0k ðiÞ > TH ; with 2

k

Nmax ;

(19)

where r0k ðiÞ is the DA coefficient series at phase i. Generally,
since the window size used in the detection algorithm is
small (for attack latency reduction), the normal trend series
should exhibit a little fluctuation.
During the experimental campaign, we evaluated the
accuracy and latency of the detection approach based on
FCS series. In order to generate the normal traffic, we use
actual HTTP traffic collected by a web server of our university. The traffic we tested is synthetically generated by
merging the attack traffic and the normal traffic. The default
setting for the adopted parameters are the same used in
[35]: Dt ¼ 5 s for sampling FCE series, ki ¼ 0:4, Q ¼ 10 for
time series decomposition, Nmax ¼ 6, and TH ¼ 0:4. Generally, the size of the detection sliding window W should be
kept small (e.g., W ¼ 10 minutes) to adapt to real-time
detection requirements. Moreover, with larger window
size, more memory resources will be consumed [34].
During the first experiment, we consider the second
attack scenario of Section 7.2 (T ¼ 20 s, auto scaling disabled, two VMs client-side). We analyze separately the two
components to detect long-term and short-term anomalous
changes of the incoming message traffic. We used alarm
series to represent the detecting results, in which the value
is 1 when an anomaly is detected and 0 otherwise. As
Fig. 10 shows, several anomalous behaviors are observed
from the FCE series, including short increasing tendencies
and random components. However, all the alarms are false
positives due to short outbursts or increasing-intensity of
the normal traffic. The attack traffic is injected with a very
slow-increasing trend, which is not amplified from the background traffic. It does not exhibit sudden fluctuations.
Moreover, the incoming traffic volume declines very slowly.
By finding a better combination of FCE parameter values,
this last phenomena could be detected, but at the expense of
the detection accuracy (with an increase of false positives of
about 270 percent in the considered example). Moreover,
recall that, the increasing trend of the attack potency
depends from the number of involved flows and the attack
period; even if the victim detects the attack, the malicious
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Fig. 11. Detection results achieved with FCE series (auto scaling
enabled).

process can be re-initiate (polymorphic over time). In particular, enlarging suitably the attack period (T greater than the
detection sliding window W ), the incoming traffic volume
exhibits a slow-decreasing trend, such that the FCE series
do not exhibit fluctuation as time goes.
In the second experiment, we consider the third attack
scenario of Section 7.2 (T ¼ 20 s, auto scaling enabled, seven
VMs client-side). Fig. 11 shows that anomalous trends are
observed before and after the system scales up. Specifically,
when an VM is added, the incoming traffic volume
increases quickly, which is an obvious consequence of the
improvement in overall system performance. Then, since
the attack is already in progress, the performance decreases
quickly again. However, even in this case, experimental
results have shown that, by using a larger attack period T
(greater than 10 minutes), this second phenomenon cannot
be detected by the FCE series. Finally, the attacker could
slowly increase the attack potency in order to induce the
system to scale up, but without deny the service, or however, excessively degrading the response time. Specifically,
by using the Meter, the attacker can check the reached service degradation (estimated by the function described in
Section 5.1.2). As Fig. 11 shows, when the system scales up,
the system performance tends to improve. Therefore, once
the system is scaled up, the attacker can fix the attack
potency to the value achieved, without further overloading
the system. In this way, the attacker can inflict a significant
financial cost, limiting the response time degradation.

9

HOST-BASED COUNTERMEASURES

This section presents some considerations about host-based
countermeasures against the presented attack strategy. In
particular, several recent works have proposed host-based
solutions for virtual environment application monitoring of
cloud resources utilization [36], [37]. However, they claim
that, the proposed detection techniques, which adopt predefined target performance measures and empirically
derived thresholds, require a good understanding of the target application. In a dynamic environment such as the cloud,
it is difficult to identify which resources (such as memory,
computing and communication units, server thread pools,
database connections, locks, queues, hash tables, etc.) and
measures (e.g., response time, CPU utilization, etc.) need to
be monitored and how to set accurate threshold values for
them [38]. The particular resources and measures to monitor
depend on the nature of the applications, their workload,
and the their potential vulnerability. The model-based techniques also face a big challenge in modeling the highly
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dynamic of the cloud application behavior. Another drawback of host-based techniques is that monitoring agents have
to be deployed on the target VMs, along with a need for a
scalable monitoring infrastructure, which represent an additional real cost for the victims (in the cloud). Moreover, collecting several measures frequently in real time, from all the
involved virtual nodes, can be costly.
Regarding the X-DoS attack used as case study, it is an
exhaustion attack that inflicts a sustained consumption of
computational resources. A possible detection method could
consist in monitoring the overall CPU consumption of the
target application deployed over the distributed VMs. We
adopt a window-based state monitoring that triggers state
alerts only when the normal state is continuously violated
for a time window W [39]. W is essentially the tolerable time
of abnormal state, which must be established by the service
provider. Given the threshold TR , the size W of the monitoring window, and n monitored VMs withPCPU values Ci ðtÞ at
time t, an alert is triggered only when ni¼1 Ci ðt  jÞ > TR ,
8j 2 ½0; W ½ at any t. In order to validate the adopted technique, we assume that the alarm must be triggered when the
overall CPU load on the involved VMs exceeds 80 percent
for a time window W ¼ 10 minutes. Thus, if we consider the
attack scenario of the second experiment of Section 7.2 (in
which two VMs are involved and the auto scaling mechanism is disabled), the attack is detected after 41 minutes
(detection latency). In the second experiment, we consider
the third attack scenario of Section 7.2 (in which two VMs
run in normal condition, and five VMs are added incrementally by the auto scaling mechanism). In order to set the auto
scaling mechanism, we were inspired by the policy for the
auto scaling activation suggested for Amazon Cloud [40].
We assume that the system scales up by one VM, if CPU utilization is greater than 60 percent for 5 minutes (we call this
time ‘scaling time’). Based on this setting, the attack is
detected only after all the additional VMs have been enabled,
which is about 137 minutes from the start of the attack.
The experimental results have shown that the adopted
detection technique may be more accurate than the trafficbased technique presented in Section 7.2, although with a
longer detection latency. On the other hand, the fixed
thresholds can be identified and exploited by sophisticated
attackers in order to implement a SIPDAS-based attack
pattern. The proposed strategy allows to define a sequence
of bursts which, while respecting the fixed thresholds,
inflicts a system load that is considered normal by the
detection technique, and at the same time consuming more
resources possible. In particular, the attacker can gradually
increase the attack potency, forcing the cloud service to
scaling up, until reaching the maximum computational
capacity (all available VMs have been enabled). At this
point, the attacker can slightly reduce the attack intensity
until the system scales down (e.g., by a single VM). If this
process is repeated in an iterative manner, with a period
smaller than the detection time window W and an attack
period T greater than the scaling time, the overall CPU
consumption can be kept below the detection threshold
fixed to 80 percent (none alarm is triggered).
Based on the performed analysis, a possible approach to
detect SIPDAS should correlate both host- and traffic-based
information, such as an excessive sustained consumption of
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computational resources, with no corresponding increase in
incoming traffic [41]. However, the proposed attack strategy
is generic enough to be applied to several kind of attacks
that leverage known application vulnerabilities. Therefore,
even if the victim detects the attack, the attack process can
be re-initiate by exploiting a different application vulnerability (polymorphism in the form), or a different timing
(polymorphism over time), in order to inflict a prolonged
consumption of resources.
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